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Summary

1. RSA before RSA

2. Did RSA prove secure enough?

3. Did RSA prove versatile enough?

4. Did RSA change our lives?
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1976->1978 Only 2 years
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1976: Asymmetric Cryptography

 Whitfield Diffie and Martin Hellman 1976

 Secret key exchange

gxy mod p

common key

Private key

gx mod p gy mod p
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1976 ->1984: From DH to EG 

 El Gamal 1984

 Encrypt by producing gr mod p and using 

ephemeral key as mask for message : m.hr mod p

gxr mod p

ephemeral  key

Private key

h=gx mod p

random r
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1976->1978 From PKC to RSA

 1976: Invention of PKC (Public 

Key Cryptography) by Diffie, 

Hellman

 1978: The RSA cryptosystem 

and signature scheme by 

Rivest, Shamir, Adleman

y=xe mod n

n=pq p,q prime 

EE

D
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RSA yields signatures

 Because E and D commute

(known to DH)

 Apply D to message m to 

create signature

 Verify using public key only

E

D
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. .

1763 -> 1978: 215 years

 Novi Commentarii 

Academiae Scientarum 

Petropolitanae 8, 1763, 74-

104
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. .

Euler 1763

 Page 83:the numbers of 

< n integers prime to n is 

equal to (n)= (p-1)(q-1)
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. .

Looks like the basis for  RSA

 RSA
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1978: what is the future of RSA

 Will RSA prove secure enough? Or shall 

we give it up?

 Will RSA prove versatile enough? Or 

shall we need alternatives? 

 Will RSA change our lives?
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. .

First ten years: textbook attacks 

 Small message space attack: 
exhaustively compute EK(mi) until correct 
message is found

 Broadcast attack : obtain encryption of an 
identical message under various public 
keys  (Hastad)

 Solve equations by chinese remaindering

x3= c mod N
1

…..

x3 = c mod N
3



RSA 40 years later. - 13Jacques Stern

. .

First 10 years: factoring 

 M. Kraitchik, Recherches sur a Théorie des Nombres, Tome 
2, Factorisation, Gauthier-Villars, Paris, 1929. 

 Factor and combine congruences to yield x
2
= y

2 
mod N

 Pomerance, Eurocrypt 84, Paris
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. .

First 10 years: factoring 

 Also from Eurocrypt 84
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. .

1988: a breaking point 

 A 6 pages manuscript by John Pollard circulated 
in August 1988. 

 Published a few years later in : The 
Development of the Number Field Sieve Lenstra, 
Arjen K., Lenstra, Hendrik W.Jr. (Eds.) 
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. .

Second 10 years : factoring

 April 1, 1991 RSA 110

 April 26, 1994 RSA 129
original RSA 100 $ 
challenge

 April 10, 1996 RSA 130 
using GNFS, 8 years after 
Pollard’s manuscript
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. .

1993: Engineering (PKCS#1 v 1.5)

00 02 00 Data blockRandom pad

Used in SSL v3.0

Random pad0200 00 03 00 premastersecret

46 bytes
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. .

Algebraic attacks revisited

 Tool : method to solve a low degree polynomial 
equation  P(x)=0 mod N, when suitable 
approximation of a root is given (Coppersmith 94)

 Applies to factoring when partial information is 
known

 Also applies to small message space with random 
padding : Randomness should not be too small
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. .

1994 : the quantum threat

 Proceedings of the 35th FOCS, Santa Fe, NM, 
Nov. 20--22, 1994

 SIAM J.Sci.Statist.Comput. 26 (1997) 1484
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. .

1998: The oracle threat 

 To decrypt c, submit 
ciphertext cse

 Usually not PKCS#1 
compliant

 if accepted reveal 7 
bit of info 

 Repeat cleverly

 cleartext is recovered 
after a few thousand 
calls

 plausible in SSL 
setting
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. .

Third 10 years : factoring

 August 22, 1999, 512 bits!

 December 3, 2003
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. .

Third 10 years : provable security 

 Provide a mathematical proof that formatted RSA 
is “as secure” as full-size “raw” RSA

 Hash functions are treated as purely random

 Adversary is extensively allowed to query 
decryption of related (but distinct from target) 
ciphertexts [CCA attack]

 Still unable to get one bit of information on target
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. .

1994: OAEP (Bellare Rogaway)

00...00 Data blockrandom seed

00

01fixed

00

G

Mask2

+
Mask 1

+
H

S T
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. .

2001: The OAEP saga

 OAEP Believed to withstand CCA attacks, 

 Paper by Shoup showing proof invalid

 Repaired by FOPS same year
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. .

Fourth 10 years : factoring

 December 12, 2009 « halfway » to 1024 bits ! 

 Later: smaller sizes
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. .

Quantum factoring

 Still not competing
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. .

Beyond provable security 

 Verify cryptographic 
proofs formally

 Active research

 Many success with 
proof assistants
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. .

Back in 1978: RSA versatile? 

 CANNOT provide short keys

 CANNOT allow to use email address as PK

 CANNOT allow to perform Crypto-computing

 Fostered 40 years of research on alternatives

Encrypted data

Encrypted result



RSA 40 years later. - 29Jacques Stern

. .

1985: Shorter keys via EC

 Shorter keys due to
less efficient attacks

 Miller 

 Koblitz
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. .

1984: ID based

 PK related to ID

 Generated by Tusted third Party

 Proposed for 
signatures



RSA 40 years later. - 31Jacques Stern

2000: Tripartite DH

e(g,g)xyz

common key

gx gy

gz
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1940 -> 2000 Pairings

 Introduced by Weil 1940

 Used in Crypto to spot “weak” elliptic 

curves where DLP is easier

 Reversed by Joux 2000
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2000 -> 2001: few months

Compared to 6 

years for DH -> EG ! 
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From TDH to ID-based

 Encypts m as 

(g r ,m.k)

k=e(h,g)rz

ephemeral key

h=H(id) gr

gz

random r

Master key

hz private 

key



RSA 40 years later. - 35Jacques Stern

1978 -> 2009 : HE
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Homomorphic encryption

 Many schemes have “somewhat 

homomorphic” properties

 Based on encrypting with noise and 

decrypting with trapdoor

 Too many operations on encrypted data 

does not allow to recover error
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Bootstrapping
 Breakthrough by Gentry 09 

boostrapping technique

 Used ideal lattices in Z[X]/f
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2010-11 : Variants/implementations

PKC09 EC 11

EC10
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HE over the integers

 Simpler construction

 Security based on the “approximate 

GCD” problem [find an integer p from 

approximations of several multiples of p

 Seems familiar to cryptanalysts …
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The two faces of lattices

 A method to break 

the approximate 

gcd problem (using 

orthogonal lattices 

see NS 2001)

 A method to 

achieve HE
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Alternatives in 2018

 Practicality is improving

 Balance between design and 

cryptanalysis not always clear

 Additional research needed
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Cryptanalysis takes time

– 2001                                                     2007
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Did RSA change our lives?

 As a community YES

 Gathered smart researches

 Fostered progress in crypto 

 Also in related fields : quantum, DPA, 

formal security …
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Did RSA change our lives?

 As individuals ALSO YES

 Improved security of the Internet (SSL)

 Laid foundations for the future 

(signatures, blockchains …)

 Still challenges for use for confidentiality 

and privact
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RSA in 2018

 Security well understood and discussed

 RSA is here to last

 Provided we keep an eye on 

cryptanalysis

 And on Quantum machines

 Still work on alternatives should go on

 And care should be exercised !
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Oracles strike again


